PRODUCT FACT SHEET

ObservelT Technology Overview

At a Glance

This document outlines the deployment scenariosmponent architecture, technical feature descriptions antegration
capabilities of ObservelT Enterprise.
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1 Product Architecture

1.1 Overall Architecture

ObservelT is a softwarbased user auditing platform, with no fixed hardware compats:
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Figurel- The ObservelT Architecture

1.2 Windows Agent

The ObservelT Windows Agent is a software component that is installed on any Wiruhsesl operating sstem (serveor
desktop) that you wish to record. It can be installen any version of Windows starting fradiP Prahrough Windowss,

Windows Server 2008 R2 (32 / 64 dind Windows 2012

The Windows Agent is a userode executable that binds to every user session. As soon as a user logs in to a monitored
server, theAgent is started and begins recordilfigased on a praletermined recording policy)

When there is no active user session, the Agent is dormant and consumes no memory/CPU resources.

Once a user session is opened (user logs on), the Agent is triggere@bgativities such as keyboard and mouse events.
When triggered, the Agent performs a screen capture, and at the same time it captures textual metadata of what is seen o
the screen (window title, executable name, file name, date, time, user name so @). All captured metadata can be

searched for, reported on, configedfor alerts and integrated with SIEMystems The screen capturend textual

descriptive metadata are packaged and sent to the Observ¥giplicationServer for processing and storage.

Synchronized capture via
Active Process of OS

Captured metadata & image
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Server for storage
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URL
User logon wakes Window Title
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Figure2 - Windows Agenérchitecture
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During the active user session, the Agent only perfeamtions when actual user activity is detected at the keyboard or
mouse. During idle time (usé@nactivity on the machine), the Agent deenot recorgdand no repetitive data is captured.

TheWindowsAgent can maintain an offlinenode buffer to temporarily collect data when network connectivity is lost. The
buffer size is customizable. Once connectivity is restored, the data is deliveneorasl.

TheWindowsAgent also includes a watchdog mechanism to prevent user tampeiireduding alerts that are sent directly to
the security officer.

Supported Platforms for Windows Agerst

Microsoft Windows Server 2003/2003 R2/2008/2002822/2012 R2Nindows XP Pro, Windows Vist/indows 7Windows
8, andWindows 8.1

For ax up-to-date list of supported Windows platforms, please refer to
http://www.observeit.com/Products/documentation/index.htm#supported_platforms.htm

1.3 UNIX/ Linux Agent

The ObservelUNIX / LinuAgent is a software component thaian be installed on any supported UNIX or Linux system that
you want to monitor.For a list of suppded platforms, seeSupported Platforms for UNIX / Linux Agents

The UNIX/LinuAgent runs in user mode and is triggered when an interactive session is created on a monitored machine
(connected via SSH, Telnd®login,and so on. It records user activity inside the session(s), including interactive user activity
and system functionssuch a<OPEN, EXEC, CHMOD, and so on.

The recorded datds sent to the ObservelT Application Server and can be replayed or sshfehinput commands, system
functions and output dataAll recorded data can be searched, reported, configuréat alerts and integrated with SIEM
systems

Input/Qutput

Recording

—db pred:>ls
bin dev lik root proc

User activity
triggers recording

- apachell:>cat fetc/sudoers lgrep ga
%gateam ALL=({ALL) NOPASSWD: ALL
Captured inputioutput and metadata

is sent to the Application Server
for storage and processing

03 "
Commands

Remote and local users

/a/h

rps
rpasswd

Lsu

System

Functions

- EXEC

- FORKE

= ODEN

+ UNLINE
L CHMOD

Figure3-UNIX / LinuXAgentArchitecture

When a user logs on a UNK/Linux machine, thégentis started and begins recording the shell actions, based on a
predefineddatarecording policy.

The ObservelT UNIX/Linudgent captures all the internal actions and the names of files and resources that are affected by
command ine operations. Albutput, commandsand important system functions inside commandsge capturedand
forwarded to the Agent, which send it to the GbservelT Aplication Serverfor processing and storage

=asm  opserve it
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13.1

In offline mode, the ObservelT Agent allows lostirage of the recorded data in the event of network malfunction or
disconnection. When network connectivity is-established, the ObservelT Service transmits the locally cached data back to
the Application Server. To prevent the local disk from reacthiisdull capacity, the volume of local data cache is limited per
offline session.

Attempting to stop the recording process will terminate the user session, thus preventing any further user activity from not
being recorded.

Supported Platforms forlUNIX / Lhux Agents

Solaris 9 (update 9%olaris 10 (updates-41), and Solaris 11 (update 1)
RHEL/CentOS 5:6.10, and RHEL/CentOS 6-6.5

Ubuntu 10.04and1204

Oracle Linux 5.6.10 and Oracle Linux 6:86.5

SLES SuSE 10 SBP4 and SLES SuSE $P2SP3

AIX 5.3 (TL10 or highe®\IX 6.1and AIX 7.1

HP-UX 11.23 and 11.31

Debian 6 and 7 (68it only)

For a full list of supported platforms for UNIX/Linux Agents, please tefer
http://www.observeit.com/Products/documentation/index.htm#supported _platforms.htm

=A =4 =4 4 4 -4 -4 -4

1.4 Application Server

TheApplicationServer listens for content delivered by each of the Agents. It then analyzes and categorizes the data and
sends itto the Database Server for storage. TApplicationServer also actively communicates with Agents to deliver
configuration updates and for system health monitoring. TApplicationServer is an ASP.NET application running in IIS.

1.5 Web Console

The Web Corale application is an ASP.NET application that serves as the primary interface for audit review, video replay ¢
reporting, as well as for admin / configuration tasks. The Web Corisolades granular policy rules for limiting access to
sensitive data

1.6 Database

By default, ObservelT uségicrosoft SQL Servefor data storage. This storage includes configuration data, textual audit
metadata and the actual screenshots for video repl@pservelT camlsobe configured to store the video replay screenshots
in file-system storagensteadof in the SQL database, either on the local hard drive of the ObservelT Application Server or 0
a file share in the netwotkn thesecases, the MS SQL Server database is still used for metadata and ecoafign data.
ObsewelT can work with SQL Server Express, but it is not recommended due to its size limitations. Connectivity with the
database is ostandard TCP port 1433

=asm  opserve it
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2 Deployment Scenarios

ObservelTcanbe deployed in a number of differemtays, asshownbelow. The dferent methods are not mutualhexclusive,
allowing for a hybrid deployment wherequired.

2.1 Standard Agentbased deployment (Servers and Desktops)

The standard method of deployment inwas deploying the ObservelTgant on each machine to be monitored.

AnAgent is installed on eactmachinethat is being monitored, whicleaptures activity on the machine arfidedsthe video /
log data to theApplication Server

. - \';.”'

: . REMOtE ACCESS
(Y A
" to Servers 0

~‘~__...>

Agents
Local Server
Console Login . \\\
)
Desktops

ObservelT
Application
Server

Figure4 - AgentBased Deployment
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2.2 Jump Server @teway

TheJump Serve(Terminal Serverlzateway deployment is the ideal solution for logging all user configuration changes on
remote network devicesservers, desktops, and DB servdrsthistopology, the ObservelAgent is deployeanlyona
gatewaymachine only one Agenis required for recording all sessioldsers are routed vidhe gateway, and thus ObservelT
still records all user sessions in which the user connects to another target machine via RD&Y, @Bét protocol.Client
applications(such asMicrosoft SQLServerManagement Studio, browserstc) are audited with full textual metadata
analysis on the gateway.

Inthis deployment,ObservelT does not record any user session in which a user logs on dirextyrget machine (via local
console login, or viadirect RDP/SSH/etc. wind® E A O E OT & @gatesly. Thévbldme 6f Fesktual metadata captured
is less than fothe full Agentdeployment, due to the fact that the ObserveAgent onthe gateway does nohave access to
OS specific infanation on the target machingfor example, it annot see the name of a filgpened withinan RDP window.
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(no Agent installed)

Corporate Desktops
(noAgentinstalled)

Local
Network

Remote and local
users

ObservelT
Application
Server
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Figures z TerminalServerGateway (Jump Server) Deployment
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Figuret z LinuxGateway (Jump Server) Deploymen
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2.3 OutboundJump ServefGateway

The Jump Server Gatewagypology described above can also be used for environments in wigictote users need to access
multiple external resourceffor example aManaged Services Provider that needs to support multipleé@ugrs and wants
to record and audit all the actions performed by the support employees

Thetopology is essentially the same #&gr the Jump Server Gatewathe only differenceasthe location of each resourdge.,
the Terminal Serves not onthe same network as the target machings

PuTTY MSTSC
Customer #1 Servers
(no agentnstalled)

Gateway
Server

Customer #2 Servers
o azentmstalled)

QbservelT
"~/ Agent

Locd
Suppart
Uszrs

Customer #3 Servers
noagentinstalled)

ObservelT
Application
Server

Figure7 z Outbound Jum@erver

2.4 Citrix Server for Published Applications

The ObservelT Agent can also be deployed on a Citrix Server, in order to record all activities that take place wligtirdPub
Applications served by the Citrix machine.

Remate
Access

ObservelT
Agent

ObservelT
Application
Server

FigureB - Citrix Server Deployment
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2.5 Hybrid Deployment: AgentBased + Gateway

The Hybrid topology is the most commonlysed ObservelT deployment asaifows you to deployany @mbination of the
abovetopologiessimultaneously

You can route any remote or local user via a gateway, enabling you to capture and record every outbound session which
be replayed at any timeAgents can also be deployed on specific sensitive sethatsequire a more detailed audit

including any logins performed by privileged users with direct access to the madhmen privileged users are authorized
directly access server (thus bypassing the gatewayjith an Agent installed directly on theachineg a full textual metadata
analysisand recorded videof all user actions can be provided.

saL AS400 MF X-Term

= 52
\7~:- A
. i - D ,)' : c Network Devices
PuTTY
A,

(noAgentinstalled)
.

Web Portal SSH

oswaae  RDP ,

——

¥ =

= e

DB Servers
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Gateway

Corporate Desktops
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Remote and local
users

ObservelT
Application

Server
Corporate Servers
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ObservelT
Web Console

e e ) Sensitive Production Servers
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Direct Access

Figure9 - Hybrid Deployment: Gateway + Agent
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3 Sizing and System Requirements

3.1 Small Deployment

For installations with low userctivity (less than 100 monitored server&1 O! 1 1 ET1  ktah Beautilizedw®ihAl 1 A
means thatthe ApplicationServer,Web ManagementConsole and Database Senemeall installed on the same platform
This platformcan be a physical seryasrit can be a virtual machine runninga typical virtualization solution.

'eb Console
Access

ObservelT
Agents

AAll in Oneé
A Database Server
A App Server
— A Web Console

Figurel0- Small Implementation
3.1.1 System Requirements and Data Sizing for Small Deployment

1 Physical Server with 2 Quad Core CPU 2.4 GHZ
1 16 GB of RAM
1 500GB of High Speed 10 Disk

3.2 MediumDeployment

For medium-sized implementations of ObservelTconsisting 0fL00-1000monitored serversit is preferable for MS SQL
Serverto beinstalled separately from the AppServer/Web Consdlerequired anexisting SQ Server can be used, or a new
instance can be created.

$ADAT AET ¢ 11 OEA Al 1 DAT UG&sgsted Aidalje nieDdd@Ascréen Captdeldatd Gighfbd h A
considered for this size deployment.

App Server &
Web Console

Database
Server

Figurel1-Medium Immmentation
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3.2.1 System Requirements and Data Sizing for Medium Deployment
For each AppServer*, the recommended requirements are:
1 1 Quad Core CPU 2.4 GHZ
1 4 GB RAM (8 GB recommended)

1 36 GB free hard disk space
* Add another AppServer for every 4@@ncurrent ugrs. For more specific sizing information, or if you have more than 1,000
Agents, please contact your ObservelT Solution Architect or ObservelT Support.

For the SQL Server, the recommended requirements are:
1 Physical Server with 2 Quad Core CPU 2.4 GHZ

1 24GB of RAM
1 Actual data storage depends on volume of user activity. Typical customer environment of 1000 production servers anc
600 admin users generates 550 GB per year

3.3 Large Deployment withHigh-Availability

Large enterprisémplementations of ObservelTonsisting of more thari000 monitored server will typically also be
accompanied byoad balancing (LBhigh-availability(HA)and redundancy requirement§ here are a few factors in
deploying HA

1 Two or more servers running ObservelT Applicat®erverand Web Console
1 Cluster-based implementation of Microsoft SQL Server.
1 SQL Server using a dedicated storage deymealternativelyOOET ¢ / AOAOOA) 480 AZEEI A OUOC
screen shot data storage.
3.3.1 Round Robin DNS Implementation

Thesimplest LB mechanisnwould use DNS Round Robihote that this does noprovidetrue HA, just a simple LB
mechanism based on DNS, which hasknowledge of the state of these machines.

App Serverl \/\
(192.168.100.1}1 N
pas
—|
/\
Ry
&
App ServerR
(192.168.100.1p MS SQL Server

Failover Cluster

DNS Records:

oitsrv A 192.168.100.11

oitsrv A 192.168.100.12

Round Robin enabled and record cache set to 0

Figurel2- Round Robin DNB8iplementation
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3.3.2 Load Balancer Implementation

When fullLB and HASs required youcanusea softwarebased LEsuch as NLBor hardwarebased(such as F6Optionally,
this can be further augmented byailover cluster for the application servewrith anactive/passive clsterthat hasonly one
node operational at any given timélso, nore nodes can be added to the failover cluster, as needed.

J App Serverl

192.168.100.10

J App ServerR

MS SQL Server
Failover Cluster

DNS Records:
oitsrv A 192.168.100.10

Figurel3- Load Balancingmplementation

3.3.3 File System storage
To improve performance dhe MS SQL Serer, it is sometimesecommendeddl OOA |/ A GO doraged O A£E |
capabilities. In thisleployment, the SQL Server is still used for metadata and configuration data, but the actual screenshot
images are stored in a file system directory structure,ahhis fully managed by ObservelT.

Database
| Server

File System
Storage

App Server &
Web Console

Figurel4z File Systenstorage

% observe it
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3.3.4 System Requirements and Data Sizing for Large Deployment
For each AppServerthe recommended requirements are:
1 1 Quad Core CPU 2.4 GHZ
1 4 GB RAM8 GB recommeneld)
1 36 GB free hard disk space
* Add another AppServer for every 4@@ncurrent users. For more specific sizing information, or if you have more than 1,00(
Agents, please contact your ObservelT Solution Architect or ObservelT Support.
For the SQL Servethe recommended requirements are:
1 Physical Server with 2 Quad Core CPU 2.4 GHZ
1 24 GB of RAM

1 Actual data storage depends on volume of user activity. Typical customer environment of 1000 production servers anc
600 adminusers generates 550 GB per yedrhis is true for both SQL storage and file system storage options.)

=asm  opserve it
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4  Security Infrastructure
ObservelT is a highlgecure product platform, designed for full reliability and rR@pudiation.

4.1 Windows Agent
TheWindowsAgent is protected by anulti-layeredWatchdog mechanismThe Agent itself consists of two separate
processeghat act as a watchdog faeach dher; eachwill restartthe other processf ended.

4.2 UNIX/ Linux Agent
The UNIX / Linux Agent hooks to the terminal device and to the user shekl, @hy attempt to stop / kill the logger will
immediately result in killing or hanging the user shell.

4.3 Application ServerAgent Health Check

An additional system health check residing on the Application Server will alert the administrator of any actiohéng
improper modification or stopping oAgentprocesses or services. This includes stopping ofAgsnt process/service, file
modification and registry modification.

4.4 Data Security(in Storage)

Data that is stored in MS SQL Server automatically iniseainy data protection mechanisms already in place for the
corporate database.

F 114 PM - 1:14 PM ines nia A 510u10-1 10.1.100.30 11 .48 @ I
1:09PM-1:09 PM ines nia A 510u10-1 10.1.100.30 15 48 L]
Bad sequence, Mot encrypted.

Detected at slide Mumber 0/15
Close

Figurel5z Data htegrity Warning hdicator

In addition, if the data integrity of the ObservelT database storage is violdtedekample,if a dbasucceeds in deleting an
incriminating screenshot from within the entire collection), ObservelT will provide a warning indicator withiVéte
Console.

For privacyall screen capture data (whether stored in the SQL database theifile systern) can beencryptedby a
synchronousRijndael256-bit key. To furtherprotect this key the keyitself can beencryptedby an asynchronou$024bit
X500 certificate (with RSA encryption key)his encryption iglsoinherited in any exported offline sessions.

To enalde video imageencryption, Image Security should be enabled/hen Image Security is enabled, the ObservelT Agents
and Application Server will use a token exchange mechanism to encrypt all session data. In addition, recordings will be
digitally signed by tle Application Server when stored in the database.

www.observeit.com
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4.5 Communication between ObservelT Components

Communication between ObservelT componentshandledover HTTP protocol. SSk fully supported (optional featuré
order to encryptallcommunication betweenhe different components.

If required an IFSec tunnel can also be used to protect the Agent to Server traffic

ObservelT
Agents
HTTPS Traffic FW
or IPSec Tunnel
Wam—
COASIS standards for WS-5ecure
conversation, including Token Exchange,
Digital Signature and Transaction TTL ’

4.6 Privacy Protection

ObservelT
Application
Server

Figurel6- HTTPS and IPSec security

Granular access rights ObservelT users can be limited to wieg the sessions of specific servers or specific users.

i ATACAO AAT OEAx

the database serve These rules extend to all metadata summaries, reposind video replay.

Dual Password Protection for PlaybacKk4-Eyes Protection)- ObservelT allows you to specify a second password (not
managed by the ObservelT administrator) that is required in order to replay the video of a user s€éh8aensures ki

audit completeness and employee privacy. In the most typical usage, Management (via ObservelT Administrator) holds th
main ObservelT password, and a union rep or legal council holds the second password. This then satisfies stringent priva
protection regulations, including BDSG (Germany), CNIL (France), DPD 95/46/EC (EU), Human Rights Act (UK). Granular
deployment allows textual audit logs to be accessed by compliance officers (without the second password), but video replz
requires employee council #gwrization (both passwords)

ObservelT glf-auditing - ObservelT audits itself, capturing logs and video replay of every ObservelT user who views

recorded sessions.

4.7 Installation Security

The ObservelT administrator can protect against improper or unauttear Agent installation by enforcing the person

installing (or uninstalling) any Agent to provide a security passwavbich is registered on th&pplication ServerRequiring a

password to install Agents prevents the unauthorized recording of computedsti@ unauthorized consumption of
ObservelT license®y enforcing a password also on uninstallation of an Agent, the unauthorized removal of a computer fro
ObservelT's list of recorded machines is prevented.

4.8 Identity Theft Detection

OAOCOEIT O AU s$"!

0 (

ObservelT's Identityrheft Detection module brings a brand new approach to preventing and discovering incidents of stolen
privileges. Today, security officers provide users with tools and education on how to protect their idsotty #s;Two
Factor Authentication, Passworcbmplexity and reset rules, etc.) But once an identity is stolen, no tool can clearly identify o

track the incident, and the responsibility for detection lies entirely on the security offi@bservelT enables you to include

users in the detection procesand thus make the user responsible for his/her identity. IT identity theft incidents can be
detected and neutralized much quicker if users have a means to flag unauthorized logins.
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For each monitored server, ObservelT keeps trackutfiarized/confirmed pairings olUser IDsand client machines. If a user
logs in to a server from a client that s/he is not already paired with, an email is sent to the user. For example:

1 A hacker steals a password and logs in from a remote machine. An emalil is sent setteaying "The user
'johnsmith’ just logged in to server WEBSHROD from unauthorized IP address 11.22.33.44. Please confirm that it
was you who performed this action."

1 Aninternal user steals the administrator's password and logs in to a server froawinedesktop, generating email
"The user 'johnsmith’ logged in to server DBPR@rom unauthorized desktop KATHEMSKTP. Please confirm that
it was you who performed this action.”

The user can either confirm or deny that this was his action. In paratielyent is logged for the administrator to track and
monitor unauthorized pairings. Granular security rules can be applied to specify how to manage each user confirmation.

4.9 Locking of user session
With ObservelT, you have the ability to view live user sassin realtime. If required you can interact with the user of each
session by sending messagésr example 091 O OEI O1 A 11 0 AA 001 OEACPAILAOA ORIOE
Al 01 O00i b OEA OOAO OAOOEIT AT OEOAI U AU 11T AEET ¢ OEA OOA
5 Data Management

5.1 Database Structure
By default,ObservelT utilizes the following databases, which are creatadnginstallation:
1 ObservelT
1 ObservelT_Data
1 ObservelT_Archive_1
1 ObservelT_Archive_template

This storage includes configuration data, textualditumetadata and the actual screenshots for video replayaddition, the
database usetDbservel TUséis also created.

5.2 Backup
All data stored in SQL databases can utilize existing backup solutions that arérbtoltMS SQL Server, oFd(ﬁ)arty databag
backup solutions.

5.3 File System Storage
4EA OEOOAI OAOAAT OET OO OAPOAOGAT O OEA 1 AOGCAOGO HPI OOEITT 1
be switched to filesystem instead of SQL databaserdfquired This is most commonly usddr large deployments or when

MS SQL Server database performance issues arise.

When using filesystem storage, there is still a need to maintain the MS SQL Server database, in order to store the textual
metadata and the ObservelT configuration data.

ObsewrelT automatically manages the directory where you specify that screenshat sladuld be stored, includiran auto-
generated and archivedubdirectory treeper date and per session

For detailed information about using fileystem storage, please refer the product documentation

5.4 Archiving

ObservelT has builin database archiving capabilities, to move data from the main ObservelTodatato a secondary
database. This is in order to improve performance and to limit old unnecessary dataretpeined Archiving jobs can be
launched manually or can be scheduled for automatic periodic archive rotation.

=asm  opserve it
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Configuration

Schedule Storage Management Log Diary Search

Console Users
Schedule Archive

Identification
i Save Schedule
Server Groups ‘dule Status and Informatioi
Server Policies adled
Security —
Aerts & Events Status Disabled
\dentity Thef Detection Previous Running Date:

Next Running Date
Messages
iU btior Current DB time is: 12/2072013 12:20:17 PM

lmaried Sessions To Archive

License Screenshots To Archive
SMTP Seftings Schedule created on 12/202013 1200 AM
Monitor Log
LDAP Seftings 7 Date Range for archiving
Storage

® Oiderthan 3 || Month(s) |~ l08ta will be added to the current active archive database.

StatDate End Date
Date Range Dec [+] [15[] 2013 | Dec [+] [22[+] 2013 &

Note: Cutoff time is always at midnight

_atest Sessions T
uick Help
= Select frequency

Jser Guide

Recurs every:|Months ]

Sonfiguration Guide
Recurs every: 1 | Month(s)

Onthe 1 Day of Month,

at [1.00PM =]

Figurel7- Archiving

The archive process moves the visual screen captures, but maintains the metadata for searching. This ensures that the de
that consumes the most storage is moved, while maintaining searchability of log Infaddition, actual video replagan be
launched straight from an archived session.

6 Installation Overview

6.1 "One Click'installation

A oneclick installation is the easiest way to deploy ObservelT in the most common environments. In the main installation
screenthere are 3 separate sectig; SQL Server settings, Web applications (Management console and Application server)
and Licensing. The onelick installation will also install an Agent locally on the application server machine.

B
observe it e
Peaple audit |
SQL Server
i.e. "localhost” or "MACHINE, 1434"
Server [\saLexPRESS |
Authentication & windows ' SQL Server
User [
Password [
Web Console
Web Site IDbseNa\TAppl\:aﬁnn(pon4884) =
License
@ Full Instzllation € Upgrade Obain 2 license

Insert license [C0IT-nstalNCA 120 daysic

Installation Log and Progress
current

total show log

i) Eles | o
Figurel8- OneClick hstall

6.2 Custom Installation

If needed, each of the ObservelT components can be installed separately as part of a custom installation. Each standalon
installer allows you to distribute the components as needed and to use advanced configuration options.

Active Directory Domain membership is not mandatory, but ideally, all components should be placed on domain members.
This enables usage of AD groups for Console Users; filtering of AD groups for Privileged Identity Management; DNS
integration for Agent auteconfiguration; and GPGbased installation.

Copyright © 204 ObservelT. All rights reserved
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6.3 Windows Agent Installation

Windows Agent installation is performed over a standard Windows installer package (.MSI) that is well supported by softw.
distribution applications and Group Policy (GPDhe Windows Agent cabe installedby using the default installation (using

a simple batch filepr by using a custom installation which allows you to configure advanced setiingsiding theAgent
registration mode and user recording policy

For improved security, you magiso be required to provide a agity password when installing or uninstallinige Agent.
Requiring a password to install Agents prevents the unauthorized recording of computers and the unauthorized consumpti
of ObservelT licenses. By also requestimmpasword on uninstallation of an Agent, unauthorized removal of a computer from
ObservelT's list of recorded machines is prevented.

No rebootis required after installationOptionally, asystem tray icon can beonfigured to bedisplayed on the machine whan
the Agent is running.

6.4 UNIX/ Linux Agent Installation
UNIX / Linux Agent installation is a oiséep processNo reboot is required after installation.
U Solaris../observeitagentsdaris13i386-release5.5.xx.run- -1 zs <ServerlP><Port>
U Linux ./obsaveit-agentlinux-5.5.xx.run- -1 -s <ServerlP>:<Port>

For detailed instructions on installing the ObservelT Agent on all supported UNIX/Linux systems, please refer to
http://www.observeit.com/products/documentation/index.htm#unix_linux_agent_deployment.htm

www.observeit.com

=asm  opserve it


http://www.observeit.com/products/documentation/index.htm#unix_linux_agent_deployment.htm

PRODUCT FACT SHEET 18

7 KeyFeature Overview

7.1 User Activity Alerts

ObservelT user activity alerts provide instant warning to administrators and IT security aboatraal, suspicious, or

malicious user activity so that they can respond quickly and efficiently to ultimate threats to system integrity, IT security
regulatorycompliance, or company policAdministrators can configure fully customizable and flexibleesuwhich define the
conditions in which user actions will cause alerts to be generdiadgd on robust combinations #¥ho, Did What, On Which
Computer, When, an@rom Which Client). erts are integrated throughout the system (in ttéser Diary, ServebDiary,

Search pages, and session video playen can be easily integrated inemorgll EUAQOET 18 0 A@EOOET ¢ 3

User activity alerts can be configured on WindoW#J1X and Linux operating systems.

Each alert can be assigned a notification pplwhich designates who gets notified byngail and at what frequency (for
example, as every alert happens, a digest once exemynutes, or a daily digest). The ObservelT Web Console allows you to
easily review generated alerts using powerful filteragfilerts for followup, delete false alerts, prirtndexport selected

alerts.

Server Diary User Diary DBA Activity Activity Alerts  IROUHTVTENTT) Search Reports Threat Detection

Activity Alert Rules Alert Notification Policies System Events
Console Users
Identification Edit Alert Rule
Servers
Server Groups D Alert Rule Details
Server Policies | ‘
. Name: [fter-hours access to sensitive servers x
SEELY Status
Description Someone logging in during the weekends, holidays A
Alerts & Events before 08:00 am or after 6:00 pm ® Active L Inactive
|dentity Theft Detection Severily
» . ; sverity.
Messages Notification policy: | Email on every alert xv|@
|
Ticket Integration
License
SMTP Settings
Monitor Logs: l Who?
LDAP Setlings
Storage |Loginlsscondary user [doma V‘ ‘cunlains V‘ ‘mmky
Archive
Saved Sessions °
Audit
Sr=emiing ﬁ Did What? On [Windows and Unix v
Latest Sessions
JBSERVEIT-P..  Admini.. Logged in V)
Quick Help °
nstallation Guide
Jser Guide
Sonfiguration Guide E On Which Computer? Currently. Any computer
(© When?
[Time of day | [is after | [08:00.18:00 ]
or |Day of week V‘ ‘ is V‘ |Sundav. Saturday I
|;| From Which Client? Currently. Any client
-

Figurel9z User Activity Alert Rule Configuration
Following are some typical scenarios for which alerts might be configured:

Users accessing the maxal records outside of their role
Non-management user accessing customarancialdata

Employees runningscreensharingapplication on inappropriate machines
Changes in the settings of a firewall

Non-admin usempeningsensitivesystemfiles (e.g., hostsfile).

= =4 =4 a4 —a -

UNIXuser running a program or executing a command tgednts additionalpermissions (e.gviathe suor sudo
commands)

1 A DBA executingg DROP TABLE or DROP INDEXmand on a production database
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The activity alerts feature allows you téew alerts in "Gallery" mod#hich provides a view of the user environment, enabling
you to see the context of exactly what the user was doing when an alert was triggéoeiccan browse through the
screenshots of each alert while viewing the full alert distaext to eaclscreen and easily replay sessions in which alerts

occurred

Browsing SETTINGY P View rule details (1a)

| Alert "Browsing SETTINGS pages™ details #10000004

d OIT-M Y (10.1.100.100) D

4,12:16 PM

712172014 1:2T PM 712112014 12:35 PM 71202014 12:17 PM 7120/2014 12:17 PM 712012014 12:16 PM 712012014 121

Unix privileged Browsing Browsing Browsing Browsing Browsing
deletion or copy SETTINGS SETTINGS SETTINGS SETTINGS SETTINGS

Figure20z Viewing Slideshow of Alerts with Alert Details Emphasized

By clickingthe Video <) icon, you caropen the Session Player at the screen kimawhere the alert was generate@he
following shows an example tiie video replay of a session during which a number of alerts occurred.

(2! ObservelT Session Player - Internet Explorer = | B |

Start menu 12:15:06 PM

®) Share and Storage... 12:15:26 PM

Start menu 12:15:34 PM

Control Panel 12:15:43 PM

®) Manage Accounts 12:15:47 PM

Alert "Browsing SETTINGS pages" details #10000004 B Windows Help and 5. 12:15:55 PM
Manage Accounts 12:15:59 PM

ittp://166.78.110.125:4884/ObservelT/SlideViewer.as essionlD=b14bf946-9fcc-4278-0b45-3Ff1 Hf4 b0 d3 & SSID =0 c4af87 - bd-al16-5d921358891 d&DisplayOnAir=false&lang=en

User Activities List

®) Program Manager 12:14:15 PM

A
w pansward || Mever for the she ObservelTServer-5.7. 12:14:17 PM
.
Start menu 12:14:26 PM

®) Computer Managem... 12:14:42 PM

RVEIT-PMf i) OBSERVEIT-PM 0 ObservelT - Login Pa.. 12:16:03 PM
localhost:4884/0bs..  12:16:13 PM
2014, 12:16 PM ObservelT - Login Pa... 12:16:18 PM
Welcome to Facebo...  12:16:26 PM
Facebook - Google C... 12:16:45 PM

5280

) Browsing SETTINGS pages 1
g8 P
12:16:52 PM ( 37/57 )

@ @

v

I observe it @ ®®0) BB o —— (®BOMA®

Figure21z Replaying Sessions withctivity Alerts

7.2 Threat Detection Console

By continuously monitoing activities in the systemQbservelT enabled administrators to deal proactively with any
unauthorized activity that could indate the presence of a threaDbservelT's Threat Detection Console providesaajlance
graphical charts andeports of the status and trends of ObservelT activity, enhancing the ability to discover potential securit
problems or threats.
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Figure22z ObservelT Threat Detection Console

The Threat Detection Console provides the followittarts that show the status and trends of ObservelT activity:

il

Night and Weekend Activity z The number of logins which occurred outside regular working hours. This chart can help
identify potentially unauthorized or malicious logins to monitored computers.

Most Active Computers Nowz The computers with the most currently active sessions.

Infrequently Used Applicationsz Applications used by the least number of users. This chart can help identify the use of
potentially malicious applications on monitored cquuters.

Infrequently Used Computersg Monitored computers used for the least number of sessions. This chart can help identif
suspicious use of a computer.

Infrequently Used Login IDz Login IDs used for the least number of sessions. This chart candseifify suspicious use
of a login ID.

Leap Frog Loging Instances in which a user logged in from one monitored computer to another. This chart cato help
identity potential unauthorized access to a second computer via permitted access to a first computer

Remote Access SessiongThis chart can help identify users who are not authorized to access other computers
remotely.
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