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At a Glance 

This document outlines the deployment scenarios, component architecture, technical feature descriptions and integration 

capabilities of ObserveIT Enterprise. 
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1 Product Architecture  

1.1 Overall Architecture 

ObserveIT is a software-based user auditing platform, with no fixed hardware components:  

 
Figure 1- The ObserveIT Architecture 

1.2 Windows Agent 

The ObserveIT Windows Agent is a software component that is installed on any Windows-based operating system (server or 

desktop) that you wish to record. It can be installed on any version of Windows starting from XP Pro through Windows 8, 

Windows Server 2008 R2 (32 / 64 bit), and Windows 2012.  

The Windows Agent is a user-mode executable that binds to every user session. As soon as a user logs in to a monitored 

server, the Agent is started and begins recording (based on a pre-determined recording policy).  

When there is no active user session, the Agent is dormant and consumes no memory/CPU resources. 

Once a user session is opened (user logs on), the Agent is triggered by user activities such as keyboard and mouse events. 

When triggered, the Agent performs a screen capture, and at the same time it captures textual metadata of what is seen on 

the screen (window title, executable name, file name, date, time, user name, and so on). All captured metadata can be 

searched for, reported on, configured for alerts, and integrated with SIEM systems. The screen capture and textual 

descriptive metadata are packaged and sent to the ObserveIT Application Server for processing and storage. 

 
Figure 2 - Windows Agent Architecture 
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During the active user session, the Agent only performs actions when actual user activity is detected at the keyboard or 

mouse. During idle time (user inactivity on the machine), the Agent does not record, and no repetitive data is captured. 

The Windows Agent can maintain an offline-mode buffer to temporarily collect data when network connectivity is lost. The 

buffer size is customizable. Once connectivity is restored, the data is delivered as normal. 

The Windows Agent also includes a watchdog mechanism to prevent user tampering, including alerts that are sent directly to 

the security officer.  

1.2.1 Supported Platforms for Windows Agents 

Microsoft Windows Server 2003/2003 R2/2008/2008 R2/2012/2012 R2, Windows XP Pro, Windows Vista, Windows 7, Windows 

8, and Windows 8.1. 

For an up-to-date list of supported Windows platforms, please refer to: 

http://www.observeit.com/Products/documentation/index.htm#supported_platforms.htm. 

1.3 UNIX / Linux Agent 

The ObserveIT UNIX / Linux Agent is a software component that can be installed on any supported UNIX or Linux system that 

you want to monitor. For a list of supported platforms, see Supported Platforms for UNIX / Linux Agents. 

The UNIX/Linux Agent runs in user mode and is triggered when an interactive session is created on a monitored machine 

(connected via SSH, Telnet, Rlogin, and so on). It records user activity inside the session(s), including interactive user activity 

and system functions, such as OPEN, EXEC, CHMOD, and so on.  

The recorded data is sent to the ObserveIT Application Server and can be replayed or searched for input commands, system 

functions and output data. All recorded data can be searched, reported, configured for alerts, and integrated with SIEM 

systems. 

 
Figure 3 -UNIX / Linux Agent Architecture 

When a user logs in on a UNIX/Linux machine, the Agent is started and begins recording the shell actions, based on a 

predefined data recording policy.  

The ObserveIT UNIX/Linux Agent captures all the internal actions and the names of files and resources that are affected by 

command line operations. All output, commands, and important system functions inside commands, are captured and 

forwarded to the Agent, which sends it to the ObserveIT Application Server for processing and storage. 

http://www.observeit.com/Products/documentation/index.htm#supported_platforms.htm
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In offline mode, the ObserveIT Agent allows local storage of the recorded data in the event of network malfunction or 

disconnection. When network connectivity is re-established, the ObserveIT Service transmits the locally cached data back to 

the Application Server. To prevent the local disk from reaching its full capacity, the volume of local data cache is limited per 

offline session. 

Attempting to stop the recording process will terminate the user session, thus preventing any further user activity from not 

being recorded. 

1.3.1 Supported Platforms for UNIX / Linux Agents  

¶ Solaris 9 (update 9), Solaris 10 (updates 4-11), and Solaris 11 (update 1) 

¶ RHEL/CentOS 5.0-5.10, and RHEL/CentOS 6.0-6.5 

¶ Ubuntu 10.04, and 12.04  

¶ Oracle Linux 5.0-5.10, and Oracle Linux 6.0-6.5  

¶ SLES SuSE 10 SP2-SP4, and SLES SuSE 11 SP2-SP3  

¶ AIX 5.3 (TL10 or higher), AIX 6.1, and AIX 7.1 

¶ HP-UX 11.23 and 11.31 

¶ Debian 6 and 7 (64-bit only) 

 For a full list of supported platforms for UNIX/Linux Agents, please refer to 

http://www.observeit.com/Products/documentation/index.htm#supported_platforms.htm. 

1.4 Application Server 

The Application Server listens for content delivered by each of the Agents. It then analyzes and categorizes the data and 

sends it to the Database Server for storage. The Application Server also actively communicates with Agents to deliver 

configuration updates and for system health monitoring. The Application Server is an ASP.NET application running in IIS.  

1.5 Web Console 

The Web Console application is an ASP.NET application that serves as the primary interface for audit review, video replay and 

reporting, as well as for admin / configuration tasks. The Web Console includes granular policy rules for limiting access to 

sensitive data.  

1.6 Database 

By default, ObserveIT uses Microsoft SQL Server for data storage. This storage includes configuration data, textual audit 

metadata and the actual screenshots for video replay. ObserveIT can also be configured to store the video replay screenshots 

in file-system storage instead of in the SQL database, either on the local hard drive of the ObserveIT Application Server or on 

a file share in the network. In these cases, the MS SQL Server database is still used for metadata and configuration data. 

ObserveIT can work with SQL Server Express, but it is not recommended due to its size limitations. Connectivity with the 

database is on standard TCP port 1433. 

  

http://www.observeit.com/Products/documentation/index.htm#supported_platforms.htm
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2 Deployment Scenarios 

ObserveIT can be deployed in a number of different ways, as shown below. The different methods are not mutually-exclusive, 

allowing for a hybrid deployment when required. 

2.1 Standard Agent-based deployment (Servers and Desktops) 

The standard method of deployment involves deploying the ObserveIT Agent on each machine to be monitored. 

An Agent is installed on each machine that is being monitored, which captures activity on the machine and feeds the video / 

log data to the Application Server.  

 
Figure 4 - Agent-Based Deployment 
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2.2 Jump Server Gateway 

The Jump Server (Terminal Server) Gateway deployment is the ideal solution for logging all user configuration changes on 

remote network devices, servers, desktops, and DB servers. In this topology, the ObserveIT Agent is deployed only on a 

gateway machine; only one Agent is required for recording all sessions. Users are routed via the gateway, and thus ObserveIT 

still records all user sessions in which the user connects to another target machine via RDP, SSH, or other protocol. Client 

applications (such as, Microsoft SQL Server Management Studio, browsers, etc.) are audited with full textual metadata 

analysis on the gateway. 

In this deployment, ObserveIT does not record any user session in which a user logs on directly to a target machine (via local 

console login, or via a direct RDP/SSH/etc. window) ÔÈÁÔ ÉÓÎȭÔ ÒÏÕÔÅÄ ÖÉÁ a gateway. The volume of textual metadata captured 

is less than for the full Agent deployment, due to the fact that the ObserveIT Agent on the gateway does not have access to 

OS specific information on the target machine (for example, it cannot see the name of a file opened within an RDP window). 

 
Figure 5 ɀ Terminal Server Gateway (Jump Server) Deployment 

 

Figure 6 ɀ Linux Gateway (Jump Server) Deployment 
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2.3 Outbound Jump Server Gateway 

The Jump Server Gateway topology described above can also be used for environments in which remote users need to access 

multiple external resources (for example, a Managed Services Provider that needs to support multiple customers and wants 

to record and audit all the actions performed by the support employees). 

The topology is essentially the same as for the Jump Server Gateway; the only difference is the location of each resource (i.e., 

the Terminal Server is not on the same network as the target machines). 

 
Figure 7 ɀ Outbound Jump Server 

2.4 Citrix Server for Published Applications 

The ObserveIT Agent can also be deployed on a Citrix Server, in order to record all activities that take place within Published 

Applications served by the Citrix machine. 

 
 

Figure 8 - Citrix Server Deployment 
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2.5 Hybrid Deployment: Agent-Based + Gateway 

The Hybrid topology is the most commonly-used ObserveIT deployment as it allows you to deploy any combination of the 

above topologies simultaneously. 

You can route any remote or local user via a gateway, enabling you to capture and record every outbound session which can 

be replayed at any time. Agents can also be deployed on specific sensitive servers that require a more detailed audit, 

including any logins performed by privileged users with direct access to the machine. When privileged users are authorized to 

directly access a server (thus bypassing the gateway), with an Agent installed directly on the machine, a full textual metadata 

analysis and recorded video of all user actions can be provided.  

 
Figure 9 - Hybrid Deployment: Gateway + Agent 
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3 Sizing and System Requirements 

3.1 Small Deployment 

For installations with low user activity (less than 100 monitored servers), ÁÎ Ȱ!ÌÌ ÉÎ /ÎÅȱ ÉÎÓÔÁÌÌÁÔÉÏÎ can be utilized, which 

means that the Application Server, Web Management Console and Database Server are all installed on the same platform. 

This platform can be a physical server, or it can be a virtual machine running in a typical virtualization solution.  

 
Figure 10 - Small Implementation  

3.1.1 System Requirements and Data Sizing for Small Deployment 

¶ Physical Server with 2 Quad Core CPU 2.4 GHZ  

¶ 16 GB of RAM  

¶ 500 GB of High Speed IO Disk  

3.2 Medium Deployment 

For medium-sized implementations of ObserveIT, consisting of 100-1000 monitored servers, it is preferable for MS SQL 

Server to be installed separately from the AppServer/Web Console.  If required, an existing SQL Server can be used, or a new 

instance can be created. 

$ÅÐÅÎÄÉÎÇ ÏÎ ÔÈÅ ÃÏÍÐÁÎÙȭÓ ÄÁÔÁ ÓÔÏÒÁÇÅ ÓÔÒÁÔÅÇÉÅÓȟ Á ÆÉÌÅ-system storage method for screen capture data might be 

considered for this size deployment. 

 
Figure 11 -Medium Implementation 
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3.2.1 System Requirements and Data Sizing for Medium Deployment 

For each AppServer*, the recommended requirements are: 

¶ 1 Quad Core CPU 2.4 GHZ  

¶ 4 GB RAM (8 GB recommended) 

¶ 36 GB free hard disk space  

* Add another AppServer for every 400 concurrent users. For more specific sizing information, or if you have more than 1,000 

Agents, please contact your ObserveIT Solution Architect or ObserveIT Support. 

For the SQL Server, the recommended requirements are:  

¶ Physical Server with 2 Quad Core CPU 2.4 GHZ  

¶ 24 GB of RAM  

¶ Actual data storage depends on volume of user activity. Typical customer environment of 1000 production servers and 

600 admin users generates 550 GB per year 

3.3 Large Deployment with High-Availability  

Large enterprise implementations of ObserveIT consisting of more than 1000 monitored server will typically also be 

accompanied by load balancing (LB), high-availability (HA) and redundancy requirements. There are a few factors in 

deploying HA: 

¶ Two or more servers running ObserveIT Application Server and Web Console. 

¶ Cluster-based implementation of Microsoft SQL Server.  

¶ SQL Server using a dedicated storage device, or alternatively, ÕÓÉÎÇ /ÂÓÅÒÖÅ)4ȭÓ ÆÉÌÅ ÓÙÓÔÅÍ ÓÔÏÒÁÇÅ ÍÅÃÈÁÎÉÓÍ ÆÏÒ ÖÉÓÕÁÌ 

screen shot data storage. 

3.3.1 Round Robin DNS Implementation 

The simplest LB mechanism would use DNS Round Robin. Note that this does not provide true HA, just a simple LB 

mechanism based on DNS, which has no knowledge of the state of these machines.  

 
Figure 12 - Round Robin DNS Implementation 
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3.3.2 Load Balancer Implementation 

When full LB and HA is required, you can use a software-based LB (such as NLB) or hardware-based (such as F5). Optionally, 

this can be further augmented bya failover cluster for the application server, with an active/passive cluster that has only one 

node operational at any given time. Also, more nodes can be added to the failover cluster, as needed.  

 
Figure 13 - Load Balancing Implementation 

3.3.3 File System storage 

To improve performance of the MS SQL Server, it is sometimes recommended ÔÏ ÕÓÅ /ÂÓÅÒÖÅ)4ȭÓ ÆÉÌÅ-system storage 

capabilities. In this deployment, the SQL Server is still used for metadata and configuration data, but the actual screenshot 

images are stored in a file system directory structure, which is fully managed by ObserveIT. 

 
Figure 14 ɀ File System Storage 
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3.3.4 System Requirements and Data Sizing for Large Deployment 

For each AppServer*, the recommended requirements are: 

¶ 1 Quad Core CPU 2.4 GHZ  

¶ 4 GB RAM (8 GB recommended) 

¶ 36 GB free hard disk space  

* Add another AppServer for every 400 concurrent users. For more specific sizing information, or if you have more than 1,000 

Agents, please contact your ObserveIT Solution Architect or ObserveIT Support. 

For the SQL Server, the recommended requirements are:  

¶ Physical Server with 2 Quad Core CPU 2.4 GHZ  

¶ 24 GB of RAM  

¶ Actual data storage depends on volume of user activity. Typical customer environment of 1000 production servers and 

600 admin users generates 550 GB per year.  (This is true for both SQL storage and file system storage options.) 
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4 Security Infrastructure  

ObserveIT is a highly-secure product platform, designed for full reliability and non-repudiation. 

4.1 Windows Agent 

The Windows Agent is protected by a multi-layered Watchdog mechanism. The Agent itself consists of two separate 

processes that act as a watchdog for each other; each will restart the other process if ended.  

4.2 UNIX / Linux Agent 

The UNIX / Linux Agent hooks to the terminal device and to the user shell. Thus, any attempt to stop / kill the logger will 

immediately result in killing or hanging the user shell. 

4.3 Application Server-Agent Health Check 

An additional system health check residing on the Application Server will alert the administrator of any actions involving 

improper modification or stopping of Agent processes or services. This includes stopping of any Agent process/service, file 

modification and registry modification. 

4.4 Data Security (in Storage) 

Data that is stored in MS SQL Server automatically inherits any data protection mechanisms already in place for the 

corporate database.  

 
Figure 15 ɀ Data Integrity Warning Indicator 

In addition, if the data integrity of the ObserveIT database storage is violated (for example, if a dba succeeds in deleting an 

incriminating screenshot from within the entire collection), ObserveIT will provide a warning indicator within the Web 

Console. 

For privacy, all screen capture data (whether stored in the SQL database or in the file system) can be encrypted by a 

synchronous Rijndael 256-bit key. To further protect this key, the key itself can be encrypted by an asynchronous 1024-bit 

X509 certificate (with RSA encryption key). This encryption is also inherited in any exported offline sessions. 

To enable video image encryption, Image Security should be enabled. When Image Security is enabled, the ObserveIT Agents 

and Application Server will use a token exchange mechanism to encrypt all session data. In addition, recordings will be 

digitally signed by the Application Server when stored in the database. 
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4.5 Communication between ObserveIT Components 

Communication between ObserveIT components is handled over HTTP protocol. SSL is fully supported (optional feature) in 

order to encrypt all communication between the different components. 

If required, an IPSec tunnel can also be used to protect the Agent to Server traffic. 

 
Figure 16 - HTTPS and IPSec security 

4.6 Privacy Protection 

Granular access rights - ObserveIT users can be limited to viewing the sessions of specific servers or specific users. For 

example, the $ÁÔÁÂÁÓÅ ÇÒÏÕÐ ÍÁÎÁÇÅÒ ÃÁÎ ÖÉÅ× ÓÅÓÓÉÏÎÓ ÂÙ $"!ȭÓ ÏÎ ÁÎÙ ÃÏÍÐÕÔÅÒȟ ÐÌÕÓ ÁÎÙ ÕÓÅÒ ÓÅÓÓÉÏÎ ÔÈÁÔ ÔÏÏË ÐÌÁÃÅ ÏÎ 

the database server.  These rules extend to all metadata summaries, reports, and video replay. 

Dual Password Protection for Playback (4-Eyes Protection) - ObserveIT allows you to specify a second password (not 

managed by the ObserveIT administrator) that is required in order to replay the video of a user session. This ensures both 

audit completeness and employee privacy. In the most typical usage, Management (via ObserveIT Administrator) holds the 

main ObserveIT password, and a union rep or legal council holds the second password. This then satisfies stringent privacy 

protection regulations, including BDSG (Germany), CNIL (France), DPD 95/46/EC (EU), Human Rights Act (UK). Granular 

deployment allows textual audit logs to be accessed by compliance officers (without the second password), but video replay 

requires employee council authorization (both passwords). 

ObserveIT self-auditing  - ObserveIT audits itself, capturing logs and video replay of every ObserveIT user who views 

recorded sessions. 

4.7 Installation Security 

The ObserveIT administrator can protect against improper or unauthorized Agent installation by enforcing the person 

installing (or uninstalling) any Agent to provide a security password, which is registered on the Application Server. Requiring a 

password to install Agents prevents the unauthorized recording of computers and the unauthorized consumption of 

ObserveIT licenses. By enforcing a password also on uninstallation of an Agent, the unauthorized removal of a computer from 

ObserveIT's list of recorded machines is prevented. 

4.8 Identity Theft Detection 

ObserveIT's Identity Theft Detection module brings a brand new approach to preventing and discovering incidents of stolen 

privileges. Today, security officers provide users with tools and education on how to protect their identity (such as, Two 

Factor Authentication, Password complexity and reset rules, etc.) But once an identity is stolen, no tool can clearly identify or 

track the incident, and the responsibility for detection lies entirely on the security officer. ObserveIT enables you to include 

users in the detection process, and thus make the user responsible for his/her identity. IT identity theft incidents can be 

detected and neutralized much quicker if users have a means to flag unauthorized logins.  
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For each monitored server, ObserveIT keeps track of authorized/confirmed pairings of User IDs and client machines. If a user 

logs in to a server from a client that s/he is not already paired with, an email is sent to the user. For example: 

¶ A hacker steals a password and logs in from a remote machine. An email is sent to the user saying "The user 

'johnsmith' just logged in to server WEBSRV-PROD from unauthorized IP address 11.22.33.44. Please confirm that it 

was you who performed this action." 

¶ An internal user steals the administrator's password and logs in to a server from her own desktop, generating email 

"The user 'johnsmith' logged in to server DBPROD-4 from unauthorized desktop KATHY-DSKTP. Please confirm that 

it was you who performed this action." 

The user can either confirm or deny that this was his action. In parallel, an event is logged for the administrator to track and 

monitor unauthorized pairings. Granular security rules can be applied to specify how to manage each user confirmation. 

4.9 Locking of user session 

With ObserveIT, you have the ability to view live user sessions in real-time. If required, you can interact with the user of each 

session by sending messages (for example, Ȱ9ÏÕ ÓÈÏÕÌÄ ÎÏÔ ÂÅ ÒÕÎÎÉÎÇ 31, 1ÕÅÒÉÅÓ ÏÎ ÔÈÅ ÐÒÏÄÕÃÔÉÏÎ ÄÁÔÁÂÁÓÅȱɊȟ ÁÎÄ ÃÁÎ 

ÁÌÓÏ ÓÔÏÐ ÔÈÅ ÕÓÅÒ ÓÅÓÓÉÏÎ ÅÎÔÉÒÅÌÙ ÂÙ ÌÏÃËÉÎÇ ÔÈÅ ÕÓÅÒȭÓ ÄÅÓËÔÏÐȢ 

5 Data Management 

5.1 Database Structure 

By default, ObserveIT utilizes the following databases, which are created during installation:  

¶ ObserveIT  

¶ ObserveIT_Data 

¶ ObserveIT_Archive_1 

¶ ObserveIT_Archive_template 

This storage includes configuration data, textual audit metadata and the actual screenshots for video replay. In addition, the 

database user ȰObserveITUserȱ is also created. 

5.2 Backup 

All data stored in SQL databases can utilize existing backup solutions that are built-in to MS SQL Server, or 3
rd

 party database 

backup solutions. 

5.3 File System Storage 

4ÈÅ ÖÉÓÕÁÌ ÓÃÒÅÅÎÓÈÏÔÓ ÒÅÐÒÅÓÅÎÔ ÔÈÅ ÌÁÒÇÅÓÔ ÐÏÒÔÉÏÎ ÏÆ /ÂÓÅÒÖÅ)4ȭÓ ÄÁÔÁ ÓÔÏÒÁÇÅ ÎÅÅÄÓȢ 4ÈÉÓ ÐÏÒÔÉÏÎ ÏÆ ÔÈÅ ÄÁÔÁ ÓÔÏÒÁÇÅ ÃÁÎ 

be switched to file-system instead of SQL database, if required. This is most commonly used for large deployments or when 

MS SQL Server database performance issues arise. 

When using file-system storage, there is still a need to maintain the MS SQL Server database, in order to store the textual 

metadata and the ObserveIT configuration data. 

ObserveIT automatically manages the directory where you specify that screenshot data should be stored, including an auto-

generated and archived subdirectory tree per date and per session. 

For detailed information about using file-system storage, please refer to the product documentation.  

5.4 Archiving 

ObserveIT has built-in database archiving capabilities, to move data from the main ObserveIT database to a secondary 

database. This is in order to improve performance and to limit old unnecessary data when required. Archiving jobs can be 

launched manually or can be scheduled for automatic periodic archive rotation. 

http://www.observeit.com/Products/documentation/#selecting_location_for_observeit_screenshots.htm
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Figure 17 - Archiving 

The archive process moves the visual screen captures, but maintains the metadata for searching. This ensures that the data 

that consumes the most storage is moved, while maintaining searchability of log info.  In addition, actual video replay can be 

launched straight from an archived session. 

6 Installation Overview 

6.1 "One Click" installation  

A one-click installation is the easiest way to deploy ObserveIT in the most common environments. In the main installation 

screen, there are 3 separate sections; SQL Server settings, Web applications (Management console and Application server), 

and Licensing. The one-click installation will also install an Agent locally on the application server machine. 

 
Figure 18 - One-Click Install 

6.2 Custom Installation 

If needed, each of the ObserveIT components can be installed separately as part of a custom installation. Each standalone 

installer allows you to distribute the components as needed and to use advanced configuration options. 

Active Directory Domain membership is not mandatory, but ideally, all components should be placed on domain members. 

This enables usage of AD groups for Console Users; filtering of AD groups for Privileged Identity Management; DNS 

integration for Agent auto-configuration; and GPO-based installation. 
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6.3 Windows Agent Installation 

Windows Agent installation is performed over a standard Windows installer package (.MSI) that is well supported by software 

distribution applications and Group Policy (GPO). The Windows Agent can be installed by using the default installation (using 

a simple batch file) or by using a custom installation which allows you to configure advanced settings, including the Agent 

registration mode and user recording policy.  

For improved security, you may also be required to provide a security password when installing or uninstalling the Agent. 

Requiring a password to install Agents prevents the unauthorized recording of computers and the unauthorized consumption 

of ObserveIT licenses. By also requesting a password on uninstallation of an Agent, unauthorized removal of a computer from 

ObserveIT's list of recorded machines is prevented. 

No reboot is required after installation. Optionally, a system tray icon can be configured to be displayed on the machine when 

the Agent is running. 

6.4 UNIX / Linux Agent Installation 

UNIX / Linux Agent installation is a one-step process. No reboot is required after installation.  

ü Solaris: ./observeit-agent-solaris10-i386-release-5.5.xx.run -- -I ɀs <ServerIP>:<Port> 

ü Linux: ./observeit-agent-linux-5.5.xx.run -- -I -s <ServerIP>:<Port> 

For detailed instructions on installing the ObserveIT Agent on all supported UNIX/Linux systems, please refer to 

http://www.observeit.com/products/documentation/index.htm#unix_linux_agent_deployment.htm. 

  

http://www.observeit.com/products/documentation/index.htm#unix_linux_agent_deployment.htm
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7 Key Feature Overview 

7.1 User Activity Alerts 

ObserveIT user activity alerts provide instant warning to administrators and IT security about abnormal, suspicious, or 

malicious user activity so that they can respond quickly and efficiently to ultimate threats to system integrity, IT security, 

regulatory compliance, or company policy. Administrators can configure fully customizable and flexible rules which define the 

conditions in which user actions will cause alerts to be generated (based on robust combinations of Who, Did What, On Which 

Computer, When, and From Which Client). Alerts are integrated throughout the system (in the User Diary, Server Diary, 

Search pages, and session video player) and can be easily integrated into an orgaÎÉÚÁÔÉÏÎȭÓ ÅØÉÓÔÉÎÇ 3)%- ÓÙÓÔÅÍȢ  

User activity alerts can be configured on Windows, UNIX, and Linux operating systems.   

Each alert can be assigned a notification policy which designates who gets notified by e-mail and at what frequency (for 

example, as every alert happens, a digest once every x minutes, or a daily digest). The ObserveIT Web Console allows you to 

easily review generated alerts using powerful filters, flag alerts for follow-up, delete false alerts, print and export selected 

alerts. 

 
Figure 19 ɀ User Activity Alert Rule Configuration 

Following are some typical scenarios for which alerts might be configured: 

¶ Users accessing the medical records outside of their role. 

¶ Non-management user accessing customer financial data 

¶ Employees running screen-sharing application on inappropriate machines. 

¶ Changes in the settings of a firewall. 

¶ Non-admin user opening sensitive system files (e.g., hosts file). 

¶ UNIX user running a program or executing a command that grants additional permissions (e.g., via the su or sudo 

commands). 

¶ A DBA executing a DROP TABLE or DROP INDEX command on a production database. 
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The activity alerts feature allows you to view alerts in "Gallery" mode which provides a view of the user environment, enabling 

you to see the context of exactly what the user was doing when an alert was triggered. You can browse through the 

screenshots of each alert while viewing the full alert details next to each screen, and easily replay sessions in which alerts 

occurred. 

  
Figure 20 ɀ Viewing Slideshow of Alerts with Alert Details Emphasized  

By clicking the Video icon, you can open the Session Player at the screen location where the alert was generated. The 

following shows an example of the video replay of a session during which a number of alerts occurred. 

 
Figure 21 ɀ Replaying Sessions with Activity Alerts 

7.2 Threat Detection Console 

By continuously monitoring activities in the system, ObserveIT enables IT administrators to deal proactively with any 

unauthorized activity that could indicate the presence of a threat. ObserveIT's Threat Detection Console provides at-a-glance 

graphical charts and reports of the status and trends of ObserveIT activity, enhancing the ability to discover potential security 

problems or threats. 

D:/Users/michelle/Documents/ObserveITDocs/WhitePapers_DataSheets/F_549
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Figure 22 ɀ ObserveIT Threat Detection Console  

The Threat Detection Console provides the following charts that show the status and trends of ObserveIT activity:  

¶ Night and Weekend Activity ɀ The number of logins which occurred outside regular working hours. This chart can help 

identify potentially unauthorized or malicious logins to monitored computers. 

¶ Most Active Computers Now ɀ The computers with the most currently active sessions. 

¶ Infrequently Used Applications ɀ Applications used by the least number of users. This chart can help identify the use of 

potentially malicious applications on monitored computers. 

¶ Infrequently Used Computers ɀ Monitored computers used for the least number of sessions. This chart can help identify 

suspicious use of a computer. 

¶ Infrequently Used Login IDs ɀ Login IDs used for the least number of sessions. This chart can help identify suspicious use 

of a login ID. 

¶ Leap Frog Logins ɀ Instances in which a user logged in from one monitored computer to another. This chart can help to 

identity potential unauthorized access to a second computer via permitted access to a first computer. 

¶ Remote Access Sessions ɀ This chart can help identify users who are not authorized to access other computers 

remotely. 




















